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Abstract

This paperdescribesprogressmadein thedevelopment
of theClarensWeb ServicesFramework, includinga sec-
ond Java-basedserver implementation,improved perfor-
mance,a global lookup anddiscovery serviceleveraging
of the MonALISA monitoring system,and adaptingthe
framework to asecuremessage-basedtransportprotocol.

INTRODUCTION

The ClarensWeb ServicesFramework aimsto provide
thebasisfor a consistent,high-performance,fault tolerant
systemof distributedwebservicesfor data-intensive inter-
activeandbatchanalysisin theCMSexperiment.

By leveragingexisting, widely implementedstandards
and software components,including the HTTP proto-
col, SSL/TLS (RFC 2246) encryption and X509 (RFC
3280)1 certi�cate-basedauthentication,andSOAP/XML-
RPCdataserialization,Clarensalsoaimsto be easilyac-
cessibleto a wide variety of client implementationswith
the minimum of software dependencies.This approach
lowersthebarriersof entryto participatein theservicenet-
work, re-useof existingdeveloperskills, andawidechoice
of developmenttoolsandlanguages.

Duringthelast18monthsdevelopmentfocushasshifted
from designingthebasicservicesandsecurityarchitecture
[9], to implementinga �rst setof servicesfor CMS,aswell
astakinga moreglobalview of how theseserviceswould
inter-operatein large servicesnetworks. In the following
paragraphsthespeci�c work doneto achieve this goalwill
bedescribed.

JAVA-BASED CLARENS SERVER

In responseto a strong preferencefor developing
Clarensservices in the well-known Java languageex-
pressedby colleaguesat NUST, a collaborative effort was
startedto develop a secondserver implementation. The
Java languageandruntimeenvironmenthasseveral desir-
ablecharacteristics,including implementationson several
platforms,a large developercommunity, andmatureweb
servicedevelopmenttools.

The resultantJClarensimplementationis basedon so-
calledservletsimplementedinsideacommoditycontainer,

1For InternetEngineeringTaskForce RequestFor Comment(RFC)
documents,seehttp://www.ietf.org/

in thiscasetheopensourceApacheTomcat[11] server.
Comparedwith the Apache/Python-basedserver, the

JClarensimplementationshown in Figure1 is ableto lever-
agethe existing �le access(HTTP GET) functionality of
Tomcat, as well as being able to connectto the JINI-
basedMonALISA[3] distributedmonitoringsystem,where
it hasaccessto a wealth of monitoring information, in-
cludingservicedescriptioninformationpublishedby other
Clarensservers.

JClarensprovides�ne-grainedaccesscontrollist (ACL)
securedaccessto all thecoreClarensservices[10], namely
the system administrative service,the file accessser-
vice,group VO managementservice,andproxy escrow
servicefor storingandretrieving proxycerti�cates.It does
notcurrentlyimplement�le uploador �le ACL functional-
ity.

JClarensis able to host the standardClarensbrowser-
basedinterface(webportal)unmodi�ed, presentinga uni-
�ed serviceinterface,and more importantly, eliminating
the needto write a secondbrowserbasedclient interface.
Thisinterfaceis implementedasaclient-sideJavascriptap-
plicationthatis loadedfrom theClarenshostserveraswith
any standardwebpage,andmakeswebservicecalls from
within thebrowser.

Figure1: JClarensarchitecture.

DISCOVERY SERVICE

In a dynamic,global serviceenvironmentthe so-called
bootstrapproblemof �nding serviceendpointsneedsto be



solvedif suchanenvironmentis to scaleto largenumbers
of serversanduserswithout incurring prohibitively large
amountsof administrativeoverhead.

In thenext sectionadescriptionis givenof anattemptto
createa distributedserviceregistry basedon theso-called
webspidermodel,followedby a descriptionof a moreef-
�cient implementationbasedonMonALISA.

ServiceSpider

Well known web searchenginesusea methodknown
as web crawling, with agentsknow as spiders to down-
load and collect as many publicly accessibleweb pages
aspossible. This architecturewasusedasthe basisfor a
�rst attemptat a servicediscovery mechanism,wherea
setof Apache/Python-basedClarensserversactedasspi-
dersto automaticallyaccessservicedescriptionsof other
Clarensservices,andmake thesedescriptionsavailableto
otherwebserviceclients,asshown schematicallyin Figure
2.

A webserviceAPI alsoprovidedmethodsto registerand
searchfor serviceendpointsidenti�ed by a servicename,
URL, server certi�cate distinguishedname(DN) andseri-
alizationprotocol(currentlySOAP or XML-RPC).

Additionally, all rendezvous serviceinstanceswould
alsoregisterthemselvesto a con�gurablenumberof other
suchinstancesthat are deemedto be `close', in network
accesstime, uponstartup.In thecaseof theactiveservers
wouldperiodicallyrepeatthisprocessto try andensurethat
even the passive servers containedreasonablyup to date
informationof nearbyservers,asshown schematicallyin
Figure2.

Figure2: Discoveryserviceimplementationbasedonadis-
tributedarchitectureof active andpassive servers.Theac-
tive serverscontinuouslyupdatetheir own andothers'ser-
vice registries.

As an optimization,eachactive spiderwas limited to
making no more than a con�gurable maximum amount
of client connectionsper time unit in order to minimize
CPU andnetwork usageoverhead.Uncontactableservers
would be remove from the list of know servers, and in-
formation about theseservers would not be provided to
rendezvous clients,including theservicespidersin an

attemptto provideagracefulexpiry of obsoleteserviceref-
erences.

This architectureultimately proved to be too slow and
inef�cient for several reasons:a) the overheadof manag-
ing large numbersClarensclient sessionsproveddif�cult
to doef�ciently , b) accesscontrolsimplementedby servers
did not always allow the servicespiderto even initiate a
client sessionc) the informationprovidedby any particu-
lar rendezvous servicetendedto beincomplete,leaving
somediscovery still to be doneby clientsthemselvesand
d) obsoleteservicereferencesexpiredfrom theregistry too
slowly.

MonALISAServicePublication

In the processof developing servicesthat rely on the
MonALISA monitoring framework as a dataprovider, it
was realized that the publish-subscribenetwork imple-
mentedusing the JINI technologyalso providesan ideal
mechanismfor publishingservicedescriptions.MonAL-
ISA hasprovenitself asanextremelyscalableglobalmon-
itoring system,beingableto publishdatafrom alargenum-
berof providersonshorttimescales.

Informationprovidedto MonALISA is usuallyarranged
roughlyasdescribedby theso-calledGLUE schema,asa
hierarchyof servers,farms,nodesandkey/numericalvalue
pairs.Whilenottheidealfor organizingservicedescription
data,theotherdesirablequalitiesof thepublish-subscribe
network weretoogoodto ignore.

Figure3: The MonALISA-basedservicediscovery archi-
tecture. Clarensservers publish their servicenamesand
versionnumbersto MonALISA stationservers via UDP,
the latter then publish the servicedescriptionsusing the
peer-to-peerJINI network. SomeJClarensserverscontain
embeddedJINI clients,which subscribeto theservicein-
formation,andmakesthatavailableto Clarensclientsvia
a discoveryserviceAPI.

Using this hierarchy, farm descriptions named
ClarensServers. VO are published for different
VOsby eachserver, with nodenamescorrespondingto the
serviceendpointURL pre�xed with the dataserialization
protocol,e.g. soap.https://myserver.net . Key



names providing service meta-dataare constructedat
the next lower level, e.g. service. name for different
servicenames,with versionnumberscontainedin thecor-
respondingvalueentries. Server certi�cate distinguished
namesarepublishedusingaprovider. DNnotation.

Clarensservers can publish this information using the
very lightweight UDP-basedApMon mechanismto so-
calledstationserversthat in turn republishit to the Mon-
ALISA network.

A �rst implementationof theabovecontactedaMonAL-
ISA globalrepositoryvia anunauthenticatedSOAP service
for everyrendezvous searchrequest.As with thespider
approach,this proved to performvery poorly, with laten-
ciesof morethata few secondsseenfor many queries.

A secondimplementationis illustratedin Figure3 where
the JClarensserver becomesa fully �edged JINI client,
gatheringinformationin a similar way to theglobalrepos-
itory. Theserver is consequentlyableto respondto service
searchesfar morerapidly by usinginformationaggregated
in a local database.

A recent changein MonALISA to provide for non-
numericaldatavaluesto bepublishedin theabove hierar-
chy will allow richerservicedescriptionsto behandledby
the system. Also, Clarensserverscurrentlyneedto have
their URLs setmanuallyby an administrator. A method
echo.hostname hasbeenimplementedthatwill enable
serversto look up their own URLs so that accurateinfor-
mationcanbereportedto theserviceregistry.

In future server releasesthe rendezvous service
would be renamedto the discover serviceto align the
namingmorecloselywith thatproposedby theOpenSci-
enceGrid[5] consortiumfor suchaservice.

PERFORMANCE MEASUREMENTS

Figure4: Transactionratesummaryfor upto 80concurrent
LAN-basedclients

Performanceis animportantconsiderationfor any server
that is aimedat interactive useby a largeusercommunity.
Poorperformancewouldeitherleadto highhardwarecosts
for largerserversor unacceptablylong responsetimes.

A performanceand scalability test was recently per-
formedusinga CMS proto Tier-2 systemconsistingof a
dual2.8GHz Xeonserver with 1GB of memory, accessed

using a 100 Mb/s local areanetwork. In this test a con-
�gurable numberof unencryptedclient connectionswere
openedand set to accessthe system.list methods
webservicemethodasrapidly aspossible.Theclient was
runona2.6GHzPentium4 workstationasasingleprocess
openingconnectionsto theserverandcompletingrequests
asynchronously, for a total of 10,000requestsperconnec-
tion. Thetime takenfor all therequeststo �nish wasthen
usedto computea requestratenumber.

I.e. for oneclient connectiona total of 10,000requests
would beissued,20,000for two clients,andsoforth, up to
a total of 800,000for 80 connections.A grandtotal of 3.6
billion requestsweresuccessfullycompletedwithout any
client or servererrors.

Eachrequestpassedthroughtwo accesscontrol checks
involving several databaseaccesses,namely checking
whethertheclient credentialsareassociatedwith a current
session,andwhetherthe client hasaccessto the particu-
lar methodbeingcalled.No cachingwasperformedon the
server, with eachrequestincurring a databaselookup for
all registeredmethodsin theserver, andserializingthere-
sultantlist of morethan30 stringsasanarrayresponsein
XML-RPC. ThePythonclient de-serializedeachresponse
to a native list objectthat could be usedin the restof the
script.

In effect this test reports the overhead that the
Clarensserver systemimposeson servicerequests,with
control passingthroughall partsof the server usedby a
typical service.

This testunder-reportstheactualserverperformancefor
at leasttwo reasons:in a morerealisticenvironmentmul-
tiple client machineswould be accessingthe server, and
theApacheservercon�gurationwasusedunmodi�ed ona
Linux 2.4-basedkernelwhichis known to beasub-optimal
setup.

A �nal summaryof the resultsof this test is given in
Figure4, showing anaverageof 1,450requestspersecond
served.

During the test the controlling Apacheserver process
that is responsiblefor acceptingnew requestsandopening
new connectionsconstantlyusedall availableCPUtimeon
oneof the two CPUsof the testserver. This is probably
due to the way that the �le descriptorsusedfor network
connectionsarehandledby theLinux 2.4kernel.

Future testswill be repeatedusing Linux 2.6 kernels
as well as more optimized Apache con�gurations and
SSL/TLS-encryptednetwork connections.Informal tests
shows thelatterto reduceperformanceby up to 50%.

MESSAGE-ORIENTED SERVICES

Duringtheearlydevelopmentof theClarensframework,
a needwasexpressedby theCMS experimentfor theabil-
ity to interactwith Physicsanalysisjobs runningon com-
pute nodes. Thesecomputenodesare generallypart of
privatenetworksprotectedby network addresstranslation
(NAT) �re walls. Furthermore,theHTTP protocolusedfor



thecurrentClarenswebservicesimplementationswasde-
signedfor a requestresponsemodeof operation,makingit
ill-suited for thetypeof asynchronousbi-directionalcom-
municationrequired.

Figure5: Architectureof the messagingservicenetwork.
Clarensclientsandserversexchangemessagesusinga se-
cure backboneconsistingof servers that host messaging
client connections,aswell asdedicatedmessagerouters.

Instead,an approachusing the ubiquitousinstantmes-
saging(IM) architecturewas decidedupon. This archi-
tecture,shown in Figure 5 consistsof a seriesof high-
performanceservers acting as an overlay network back-
bone, with large numbersof clients connectedto each
server usingpersistentTCPconnections.In contrastto the
HTTP (web)server model,theIM server's functionality is
quite simple: it needsto acceptandsendmessagesto in-
dividualsof groupsof clients. Theseclientsmay be con-
nectedto the sameserver or to differentservers forming
partof thesamenetwork.

Additionally, IM serversusuallyallow peer-to-peer�le
transfer, aswell asso-calledpresencemanagement, where
userscanbenoti�ed whetherotherusersareconnectedto
the network. This hasthe desirableside-effect that a dis-
covery servicebecomesparticularlysimpleto implement,
sincepresencenoti�cation is handledby theIM serversal-
ready.

The developmentof an IM-basedClarensservicelayer
currentlyusesthe SILC[7] protocolandtools, which was
designedwith securityandPKI-basedmessageencryption
in mind. The RSA public/privatekeys usedby SILC is
notcurrentlyRFC3258compatible,requiringa translation
stepbetweenthetwo formatsat authenticationtime. Mes-
sagessentandreceivedusingtheSILCprotocolarefedinto
thestandardPythonClarensserver codeandprocessedin
the sameway asHTTP messages(requests).This allows
theservercodeto bere-used,andexistingClarensservices
to bemadeavailableto theIM-basedclients.

Since messagescan be sent and received by analysis
codeasynchronously, analysisjobscanbeinstrumentedto
act as Clarensservers, or clients sendinginformation to
monitoringsystemsor remotedebuggingtools. The most
commonform of suchremotedebugginginformationis ex-
pectedto be the standardoutputof the job. Servicesim-
plementedby an analysisjob might includethe ability to
providehistogrammingof certainprogramparameters,job

control, and the ability to changejob parametersinterac-
tively.

CONCLUSION

Clarenscontinues to be developed as a high-
performance, standards-compliantand easy to use
framework for implementing web servicesand clients.
Two compatibleimplementationsprovide servicewriters
a choice of implementation language and computing
platforms,with a choicebetweentheXML-RPC andmore
complex SOAP serialization formats available on both
servers.

A particularly exciting development is the use of a
message-orientedprotocol,madepossibleby theprotocol-
agnosticnatureof theClarensframework.
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