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Abstiact

This paperdescribegrogressnadein the development
of the ClarensWeb Services=ramavork, including a sec-
ond Jara-basedsener implementation,improved perfor
mance,a global lookup and discovery serviceleveraging
of the MOnALISA monitoring system,and adaptingthe
frameawork to a securemessage-basechnsporprotocol.

INTRODUCTION

The ClarensWeb ServicesFramavork aimsto provide
the basisfor a consistenthigh-performancefault tolerant
systemof distributedweb servicesfor data-intensie inter-
active andbatchanalysisin the CMS experiment.

By leveragingexisting, widely implementedstandards
and software components,including the HTTP proto-
col, SSL/TLS (RFC 2246) encryptionand X509 (RFC
3280) certi cate-basedauthenticationand SQAP/XML-
RPCdataserialization,Clarensalsoaimsto be easilyac-
cessibleto a wide variety of client implementationswith
the minimum of software dependencies.This approach
lowersthebarriersof entryto participaten theservicenet-
work, re-useof existing developerskills, andawide choice
of developmentoolsandlanguages.

Duringthelast18 monthsdevelopmenfocushasshifted
from designingthe basicservicesandsecurityarchitecture
[9], toimplementinga rst setof servicefor CMS, aswell
astaking a moreglobal view of how theseserviceswould
inter-operatein large servicesnetworks. In the following
paragraphshe speci ¢c work doneto achieve this goalwill
bedescribed.

JAVA-BASED CLARENS SERVER

In responseto a strong preferencefor developing
Clarensservicesin the well-known Java languageex-
pressedy colleaguesat NUST, a collaboratie effort was
startedto develop a secondsener implementation. The
Java languageandruntime ervironmenthasseveral desir
ablecharacteristicsincluding implementation®n several
platforms,a large developercommunity and matureweb
servicedevelopmentools.

The resultantJClarensimplementationis basedon so-
calledservletdamplementednsidea commaoditycontainet

1For InternetEngineeringTask Force RequestFor Comment(RFC)
documentsseehttp://www.ietf.org/

in this casethe opensourceApacheTomcat[1] sener.

Comparedwith the Apache/Python-basedener, the
JClarensmplementatiorshavnin Figurelis ableto lever
agethe existing le accesgHTTP GET) functionality of
Tomcat, as well as being able to connectto the JINI-
basedVonALISA[3] distributedmonitoringsystemwhere
it hasaccesso a wealth of monitoring information, in-
cluding servicedescriptioninformationpublishedby other
Clarensseners.

JClarengrovides ne-grainedaccesgontrollist (ACL)
securediccesso all thecoreClarensservices[1]) namely
the system administratve servicethefile accesser
vice,group VO managemergerviceandproxy escrav
servicefor storingandretrieving proxy certi cates. It does
notcurrentlyimplementle uploador le ACL functional-
ity.

JClarensis able to hostthe standardClarensbrowser
basednterface(web portal) unmodi ed, presentinga uni-
ed serviceinterface,and more importantly eliminating
the needto write a secondbrowserbasedclient interface.
Thisinterfaceis implementedsa client-sideJavascriptap-
plicationthatis loadedfrom theClarenshostseneraswith
ary standardveb page,andmakesweb servicecalls from
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Figurel: JClarensarchitecture.

DISCOVERY SERVICE

In a dynamic,global serviceernvironmentthe so-called
bootstap problemof nding serviceendpointseeddo be



solvedif suchanenvironmentis to scaleto large numbers
of senersand userswithout incurring prohibitively large
amountsf administratve overhead.

In the next sectiona descriptions givenof anattemptto
createa distributed serviceregistry basedon the so-called
webspidermodel,followed by a descriptionof a moreef-

cient implementatiorbasecon MonALISA.

ServiceSpider

Well known web searchenginesuse a methodknown
as web crawling, with agentsknow as spides to down-
load and collect as mary publicly accessibleveb pages
aspossible. This architecturevas usedas the basisfor a

rst attemptat a servicediscorery mechanismwhere a
setof Apache/Python-base@larenssenersactedas spi-
dersto automaticallyaccessservicedescriptionsof other
Clarensservicesandmake thesedescriptionsavailableto
otherwebserviceclients,asshavn schematicallyn Figure
2.

A webserviceAPI alsoprovidedmethodgo registerand
searchfor serviceendpointsdenti ed by a servicename,
URL, sener certi cate distinguishechame(DN) andseri-
alizationprotocol(currentlySQAP or XML-RPC).

Additionally, all rendezvous serviceinstancesvould
alsoregisterthemselesto a con gurable numberof other
suchinstanceghat are deemedto be “close’, in network
accesgime, uponstartup.In the caseof the activeseners
would periodicallyrepeathis procesgo try andensurehat
even the passie seners containedreasonablyup to date
information of nearbyseners, as shavn schematicallyin
Figure?2.
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Figure2: Discoveryserviceimplementatiorbasednadis-
tributedarchitectureof active andpassie seners. The ac-
tive senerscontinuouslyupdatetheir own andothers'ser
viceregistries.

As an optimization, eachactive spiderwas limited to
making no more than a con gurable maximum amount
of client connectionsper time unit in orderto minimize
CPU andnetwork usageoverhead.Uncontactableseners
would be remove from the list of know seners, andin-
formation about theseseners would not be provided to
rendezvous clients,including the servicespidersin an

attemptto provide agracefulexpiry of obsoleteserviceref-
erences.

This architectureultimately proved to be too slow and
inef cient for severalreasons:a) the overheadof manag-
ing large numbersClarensclient sessiongproved dif cult
to doefciently, b) acceszontrolsimplementedy seners
did not always allow the servicespiderto even initiate a
client sessiorr) the information provided by ary particu-
larrendezvous servicetendedo beincompleteeaving
somediscovery still to be doneby clientsthemselesand
d) obsoleteservicereferencegxpiredfrom theregistry too
slowly.

MonALISAServicePublication

In the processof developing servicesthat rely on the
MonALISA monitoring framavork as a dataprovider, it
was realized that the publish-subscribenetwork imple-
mentedusing the JINI technologyalso provides an ideal
mechanismfor publishingservicedescriptions. MonAL-
ISA hasprovenitself asanextremelyscalableglobalmon-
itoring systempeingableto publishdatafrom alargenum-
berof providerson shorttimescales.

Informationprovidedto MonALISA is usuallyarranged
roughly asdescribedoy the so-calledGLUE schemaasa
hierarchyof seners,farms,nodesandkey/numericalvalue
pairs.While nottheidealfor organizingservicedescription
data,the otherdesirablequalitiesof the publish-subscribe
network weretoo goodto ignore.
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Figure 3: The MonALISA-basedservicediscovery archi-
tecture. Clarensseners publishtheir servicenamesand
versionnumbersto MonALISA stationsenersvia UDP,
the latter then publish the servicedescriptionsusing the
peerto-peerdINI network. SomeJClarensenerscontain
embeddedINI clients,which subscribeo the servicein-
formation,and makesthat availableto Clarensclientsvia
adiscoveryserviceAPl.

Using this hierarchy farm descriptions named
ClarensServers. VO are published for different
VOshy eachsener, with nodenamescorrespondingo the
serviceendpointURL pre xed with the dataserialization
protocol, e.g. soap.https://myserver.net . Key



names providing service meta-dataare constructedat

the next lower level, e.g. service. name for different
servicenameswith versionnumberscontainedn the cor-

respondingvalue entries. Sener certi cate distinguished
namesarepublishedusingaprovider.  DNnotation.

Clarensseners can publish this information using the
very lightweight UDP-basedApMon mechanismto so-
calledstationsenersthatin turn republishit to the Mon-
ALISA network.

A rst implementatiorof theabove contactecaMonAL-
ISA globalrepositoryvia anunauthenticate8 QAP service
for everyrendezvous searchrequestAs with thespider
approachthis provedto performvery poorly, with laten-
ciesof morethatafew secondseerfor mary queries.

A secondmplementationis illustratedin Figure3 where
the JClarenssener becomesa fully edged JINI client,
gatheringinformationin a similar way to the globalrepos-
itory. Theseneris consequentlableto respondo service
searchesar morerapidly by usinginformationaggreyated
in alocal database.

A recentchangein MonALISA to provide for non-
numericaldatavaluesto be publishedin the above hierar
chy will allow richerservicedescriptiondo be handledby
the system. Also, Clarensseners currently needto have
their URLs setmanuallyby an administrator A method
echo.hostname hasbeenimplementedhatwill enable
senersto look up their own URLSs so that accuratenfor-
mationcanbereportedo the serviceregistry.

In future sener releasesthe rendezvous service
would be renamedo the discover  serviceto align the
namingmorecloselywith that proposeddy the OpenSci-
enceGrid[5] consortiunfor suchaservice.

PERFORMANCE MEASUREMENTS

Avg. Calls per second

Number of clients

Figure4: Transactiomatesummaryfor upto 80 concurrent
LAN-basedclients

Performancés animportantconsideratiorfior any sener
thatis aimedat interactive useby a large usercommunity
Poorperformanceavould eitherleadto high hardwarecosts
for largersenersor unacceptabljong responsdimes.

A performanceand scalability test was recently per
formed usinga CMS proto Tier-2 systemconsistingof a

usinga 100 Mb/s local areanetwork. In this testa con-
gurable numberof unencryptectlient connectionsvere
openedand setto accesghe system.list _methods
web servicemethodasrapidly aspossible.The client was
runona 2.6 GHz Pentium4 workstationasasingleprocess
openingconnectiongo the senerandcompletingrequests
asynchronouslyfor atotal of 10,000requestgperconnec-
tion. Thetime takenfor all therequestdo nish wasthen
usedto computearequestatenumber

I.e. for oneclient connectiona total of 10,000requests
would beissued20,000for two clients,andsoforth, upto
atotal of 800,000for 80 connectionsA grandtotal of 3.6
billion requestavere successfullycompletedwithout any
clientor senererrors.

Eachrequestpassedhroughtwo accessontrol checks
involving several databaseaccesses,namely checking
whetherthe client credentialsareassociatedvith a current
sessionandwhetherthe client hasaccesgo the particu-
lar methodbeingcalled.No cachingwasperformedon the
sener, with eachrequestincurring a databasdookup for
all registeredmethodsn the sener, andserializingthe re-
sultantlist of morethan30 stringsasanarrayresponseén
XML-RPC. The Pythonclient de-serializeceachresponse
to a native list objectthat could be usedin the restof the
script.

In effect this test reports the overhead that the
Clarenssener systemimposeson servicerequestswith
control passingthroughall partsof the sener usedby a
typical service.

Thistestunderreportstheactualsener performancdor
at leasttwo reasonsin a morerealisticervironmentmul-
tiple client machineswould be accessinghe sener, and
the Apachesener con gurationwasusedunmodi ed ona
Linux 2.4-basedkernelwhichis known to bea sub-optimal
setup.

A nal summaryof the resultsof this testis givenin
Figure4, shoving anaverageof 1,450requestpersecond
sened.

During the test the controlling Apachesener process
thatis responsibldor acceptingnew requestandopening
new connectiongonstantlyusedall availableCPUtime on
one of the two CPUsof the testsener. This is probably
dueto the way that the le descriptorsusedfor network
connectiong@rehandledby theLinux 2.4 kernel.

Future testswill be repeatedusing Linux 2.6 kernels
as well as more optimized Apache con gurations and
SSL/TLS-encryptedhetwork connections. Informal tests
shavs thelatterto reduceperformancéy up to 50%.

MESSAGE-ORIENTED SERVICES

Duringtheearlydevelopmenbf theClarensframework,
aneedwasexpressedy the CMS experimentfor theabil-
ity to interactwith Physicsanalysisjobsrunningon com-
pute nodes. Thesecomputenodesare generallypart of
private networks protectedby network addresgranslation

dual2.8 GHz Xeonsenerwith 1GB of memory accessed (NAT) re walls. Furthermorethe HTTP protocolusedfor



the currentClarensweb serviceamplementationsvasde-
signedfor arequestesponsenodeof operationmakingit
ill-suited for the type of asynchronousi-directionalcom-
municationrequired.
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Figure5: Architectureof the messagingervicenetwork.
Clarensclientsandsenersexchangemessagessinga se-
cure backboneconsistingof seners that host messaging
client connectionsaswell asdedicatednessageouters.

Instead,an approachusing the ubiquitousinstantmes-
saging(IM) architecturewas decidedupon. This archi-
tecture, shawvn in Figure 5 consistsof a seriesof high-
performanceseners acting as an overlay network back-
bone, with large numbersof clients connectedto each
sener usingpersistenT CP connectionsin contrasto the
HTTP (web)sener model,theIM sener's functionalityis
quite simple: it needsto acceptand sendmessageto in-
dividuals of groupsof clients. Theseclientsmay be con-
nectedto the samesener or to differentsenersforming
partof the samenetwork.

Additionally, IM senersusuallyallow peerto-peer le
transfer aswell asso-calledpresencenanaementwhere
userscanbe noti ed whetherotherusersareconnectedo
the network. This hasthe desirableside-efect that a dis-
covery servicebecomegarticularly simpleto implement,
sincepresenceoti cation is handledby thelM senersal-
ready

The developmentof an IM-basedClarensservicelayer
currentlyusesthe SILC[7] protocolandtools, which was
designedvith securityand PKI-basednessagencryption
in mind. The RSA public/private keys usedby SILC is
notcurrentlyRFC 3258compatible requiringatranslation
stepbetweerthe two formatsat authenticatioime. Mes-
sagesentandreceivedusingthe SILC protocolarefedinto
the standardPythonClarenssener codeandprocessedn
the sameway asHTTP message¢requests).This allows
thesenercodeto bere-usedandexisting Clarensservices
to bemadeavailableto the IM-basedclients.

Since messagegan be sentand receved by analysis
codeasynchronoushanalysigobs canbeinstrumentedo
act as Clarensseners, or clients sendinginformation to
monitoring systemsor remotedehuggingtools. The most
commonform of suchremotedehugginginformationis ex-
pectedto be the standardoutputof the job. Servicesim-
plementedby an analysisjob might includethe ability to
provide histogrammingf certainprogramparametergpb

control, andthe ability to changejob parametersnterac-
tively.

CONCLUSION

Clarenscontinues to be developed as a high-
performance, standards-compliantand easy to use
framawvork for implementingweb servicesand clients.
Two compatibleimplementationgrovide servicewriters
a choice of implementationlanguage and computing
platforms,with a choicebetweerthe XML-RPC andmore
complex SQAP serialization formats available on both
seners.

A patrticularly exciting developmentis the use of a
message-orientgarotocol,madepossibleby the protocol-
agnosticnatureof the Clarensframework.
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